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Abstract
Synthetic biology has the potential for a broad array of applications. However, realization of this potential is challenged by 
the paucity of relevant data for conventional risk assessment protocols, a limitation due to to the relative nascence of the field, 
as well as the poorly characterized and prioritized hazard, exposure, and dose–response considerations associated with the 
development and use of synthetic biology-derived organisms. Where quantitative risk assessment approaches are necessar-
ily to fulfill regulatory requirements for review of products containing genetically modified organisms, this paper reviews 
one potential avenue for early-stage quantitative risk assessment for biosafety considerations of synthetic biology organism 
deployment into the environment. Building from discussion from a March 2018 US Army Engineer Research and Develop-
ment Center workshop on developing such quantitative risk assessment for synthetic biology, this paper reviews the findings 
and discussion of workshop participants. This paper concludes that, while synthetic biology risk assessment and governance 
will continue to refine and develop in the coming years, a quantitative framework that builds from existing practice is one 
potentially beneficial option for risk assessors that must contend with the technology’s limited hazard characterization or 
exposure assessment considerations in the near term.
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1 Introduction

Emerging technologies create a wide array of opportunities 
and challenges for policymakers and product developers. 
While emerging technologies may generate revolutionary 

applications that complement or replace existing technolo-
gies, these same technologies often bring potentially unique 
and uncertain risk concerns that challenge available deci-
sion support tools (Trump et al. 2018a; Linkov et al. 2013). 
One salient example includes synthetic biology (commonly 
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referred to as SynBio), described by Nakano et al. as “the 
designing and constructing biological modules, biological 
systems, and biological machines, or the re-design of exist-
ing biological systems for useful purposes” (Nakano et al. 
2013; Synthetic Biology Project 2018). Despite SynBio’s 
many potential applications in industry (e.g., fuels, chemi-
cals, textiles) and medicine (e.g., diagnostics, therapies), the 
discipline poses potential risks both within the process of 
technology development and after products reach the market 
(Giese and von Gleich 2015; Epstein and Vermeire 2016). 
Regulators tasked with addressing SynBio’s risks must uti-
lize risk assessment practices to characterize their hazard, 
exposure, and dose–response attributes (European Commis-
sion 2015). This task poses significant challenges because of 
the lack of standard methods for quantitative risk assessment 
of SynBio products, and a paucity of data for accurate and 
objective characterization of the risk of most SynBio prod-
ucts (Linkov et al. 2018; Malloy et al. 2016).

Disciplinary scholars and practitioners have commented 
on the potential for SynBio products to possess unique haz-
ard and exposure characteristics. This includes, for exam-
ple, heritability or gain-of-function mutations, that are not 
typically analyzed within typical chemical or biotechnol-
ogy risk assessments (Moe-Behrens et al. 2013; Oye et al. 
2014). Specific concerns that might arise upon the release of 
genetically modified SynBio products include concerns such 
as horizontal gene transfer (HGT, Wright et al. 2013), pro-
lific and undirected mutation (Breckling and Schmidt 2015), 
threats to biodiversity via competitive exclusion of native 
organisms (Chan et al. 2016), or destruction of habitat and 
essential nutrient sources (Konig et al. 2013). Others believe 
that SynBio is not significantly different from traditional 
genetic engineering and that current risk assessment and reg-
ulatory approaches for genetic engineering may be adequate 
for SynBio (OECD 2014). Nonetheless, the potential for 
new risks has been widely identified (Garfinkel et al. 2007; 
Howard et al. 2017; Kelle 2009; Bügl 2007; Engelhard et al. 
2016; Schmidt et al. 2009). However, few have discussed 
quantitative methods for characterizing how these concerns 
might influence hazard, exposure, and dose–response effects, 
which is a beneficial step toward comprehensive regulatory 
review for any emerging technology (Guan et al. 2016; Cum-
mings and Kuzma 2017; Seager et al. 2017).

US regulatory agencies have received guidance regarding 
their roles and responsibilities with respect to regulating bio-
technology products via recent updates to the Coordinated 
Framework for the Regulation of Biotechnology (Obama 
White House 2017). However, these agencies are in the pre-
liminary stages of the risk assessment process for various 
SynBio products. Current practice within the US Depart-
ment of Agriculture (USDA), US Environmental Protection 
Agency (EPA), and the US Food and Drug Administration 
(FDA), the three principal regulatory agencies in the United 

States that oversee biotechnology products, is to assess the 
risk of a SynBio product qualitatively rather than quantita-
tively because uncertainty and data limitations associated 
with SynBio products make quantitative risk assessments 
difficult to execute (Carter et al. 2014). These qualitative 
assessments do provide insight regarding the categories of 
hazard as well as exposure scenarios that may occur (Cum-
mings and Kuzma 2017). However, these assessments lack 
the rigor of quantitative risk assessment, which is neces-
sary to establish statutory requirements and safe operating 
procedures for the development and commercialization of 
SynBio goods. While we recognize that extensive resources 
and a robust knowledgebase are important in fully quan-
tifying the myriad hazard, exposure, and dose–response 
parameters for SynBio products, we argue that the field can 
and should move towards a quantitative risk assessment pro-
cess. A quantitative risk assessment framework that could 
be universally applied to SynBio products, which does not 
yet formally exist, would enable regulators to set and meet 
statutory requirements for risk-informed analysis and assess-
ment of SynBio products and facilitate the creation of best 
practices and operating procedures in the field’s early stages 
(Kuzma and Tanji 2010).

2  Community of practice needed

A universal guidance framework supported by standard-
ized product testing methodologies for generating critical 
risk assessment data can speed-up the review process by 
rapidly informing regulators of the possible adverse out-
comes and exposure scenarios related to each product. A 
common risk assessment framework can help focus research 
and assessment efforts by identifying risk data requirements 
and effective testing protocols (Linkov et al. 2005; Canis 
et al. 2010). As a first step towards a quantitative approach, 
existing frameworks could be modified to enable an initial 
quantification of risk for these novel products. This will 
permit incremental development from existing practice and 
regulatory authority, rather than developing a sui generis 
assessment approach altogether.

Ultimately, these initial quantification efforts would help 
regulatory oversight in two ways: first, the establishment 
of more comprehensive, consistent, and objective assess-
ment protocols that operate under existing legal require-
ments for process assessment and product evaluation, and, 
second, the establishment of benchmarks to offer develop-
ers greater clarity about how their product proposals would 
be reviewed, reducing the regulatory burden for approval 
(Linkov et al. 2014). To support such a framework, devel-
opers, regulators, and technology scholars must coordinate 
to develop a set of standardized methods for generating the 
types of data needed for quantitative assessments using the 
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framework, the results of which would be used as inputs to 
a quantitative probabilistic risk framework.

3  Toward the development of coordinated 
framework

A review of risk assessment processes currently in practice 
by various US and European Union (EU) regulators found 
that risk assessment is highly dependent upon institutional 
objectives and existing oversight requirements. Often, a 
primary determinant of the approach is whether the regula-
tory agency is tasked with a process or products focus. For 
instance, EU agencies typically focus on process, whereas 
US agencies have a product focus (Executive Office of the 
President 1986). However, the range of approaches driven 
by regulatory jurisdiction and oversight requirements may be 
dwarfed by the panoply of potential applications of SynBio; 
even the same technology may have different hazard and 
exposure profiles when applied to two different problems.

A group of developers, regulators, risk assessors, com-
munity engagement experts and relevant technical experts 
were invited to discuss and advance existing risk charac-
terization approaches, with the aim of building a quanti-
tative risk assessment framework that accurately captures 
the novel properties of SynBio products. This community 
participated in a 2-day workshop March 28–29, 2018 in 
Vicksburg, Mississippi titled Quantitative Risk Assessment 
for Synthetic Biology Products. The workshop was hosted by 
the US Army Engineer Research and Development Center 
(ERDC) and was intended to serve as a preliminary effort 
to discuss the difficulty and opportunity associated with the 
quantitative characterization of specific risks resulting from 
the creation and release of SynBio products. Workshop par-
ticipants reviewed the hazard, exposure, and dose–response 
components of conventional risk assessments in the context 
of hypothetical case studies of SynBio products to identify 
SynBio-specific considerations and data requirements and 
needs.

4  Identify existing approaches

As a foundation, workshop participants discussed the ele-
ments of well-established risk assessment approaches, 
including ecological risk assessment (EPA 1998; Nor-
ton et al. 1992), human health risk assessment (U.S. EPA 
2018c), quantitative microbial risk assessment (Haas et al. 
2014), two risk assessment methods for genetically modified 
organisms (EU-Commission 2001; National Research Coun-
cil 2002), and natural hazard risk assessment (i.e., multi-haz-
ard risk assessment, Gallina et al. 2016). Participants noted 
that following the publication of the Red Book (National 

Research Council 1983), risk has typically been formulated 
as the synthesis of hazard, exposure, and dose–response 
assessments. Addressing these components via a robust 
stakeholder engagement and product testing process is of 
paramount importance for any SynBio risk assessment. 
Additionally, participants acknowledged that the success of 
any SynBio risk assessment paradigm in the United States 
will depend on its capacity to work within existing regula-
tory structures and requirements such as with the Environ-
mental Protection Agency [(Toxic Substances Control Act 
(TSCA)], the Department of Agriculture-Animal and Plant 
Health Inspection Service [(Plant Pest Act (PPA)], and the 
Food and Drug Administration [(Food, Drug, and Cosmetic 
Act (FDCA)] (Trump 2017).

Participants felt that no existing framework was inde-
pendently capable of guiding a SynBio product developer 
through the process of quantifying the environmental risk 
of their SynBio product, either because the information 
collected in the method was entirely qualitative, because 
the framework was not adaptable to multiple SynBio prod-
uct platforms (e.g., animals, plants, bacteria, viruses), or 
because the risk factors unique to SynBio were partially rep-
resented (e.g., off-target gene edits or the unintentional pro-
liferation, mutation, and spread of significantly engineered 
genetic information into the environment). Therefore, criti-
cal elements from existing frameworks were supplemented 
with SynBio-specific factors identified in the literature to 
generate a preliminary Quantitative Risk Assessment for 
Synthetic Biology Products approach (Fig. 1). This frame-
work builds on existing approaches, accounts for unique risk 
factors associated with SynBio products, and enables quan-
titative assessments of those risk factors.

Four of the five steps in the newly proposed approach are 
common across the majority of the established risk assess-
ment frameworks, although naming conventions vary. These 
steps include hazard identification (Fig. 1, box 1), exposure 
assessment (Fig.  1, box 2a), dose–response assessment 
(Fig. 1, box 2b), and risk characterization (Fig. 1, box 3). 
To account for the potential and unique risk considera-
tions for SynBio, we added the “SynBio Modifying Factors 
Assessment” (Fig. 1, box 2c), which is executed in parallel 
with the exposure assessment and the dose–response assess-
ment. The SynBio Modifying Factors Assessment seeks to 
identify the specific factors that impact a SynBio organism’s 
exposure or dose–response (effect) parameters for a specific 
adverse environmental outcome. These factors stem primar-
ily from the organism’s genetic constructs (e.g., disruption 
of intracellular networks that contributes to reduced organ-
ismal growth caused by expression of the modification), 
the genetic engineering process (e.g., effects of off-target 
gene edits caused by the selected gene editing tool), and the 
organism’s response to stressors in the environment (e.g., 
altered response to biotic and abiotic characteristics of the 
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environment). After identifying these factors, their magni-
tude, variability can be incorporated into the risk assessment 
to establish a risk characterization.

Factors that introduce new hazard or exposure consid-
erations can be measured directly, and factors that modify 
existing hazard or exposure considerations could be meas-
ured directly or SynBio correction factors could be applied 
to hazard/exposure parameters for unmodified organisms. 
Uncertainty can be propagated through the risk quantifica-
tion, and sensitivity analysis can be performed to identify 
where reductions in uncertainty will have the greatest impact 
on improving the accuracy of the risk characterization.

5  Refinement and validation of quantitative 
approach using case studies

In order to engage the community and develop a quanti-
tative risk assessment biosafety framework for a range of 
SynBio products, two hypothetical case studies were devel-
oped and reviewed. The cases focused on two commonly 
mentioned applications for SynBio products: environmental 
remediation and invasive species control. For the former, 
engineered microbes have been posited as a cost-effective, 
low-impact option to remediate contaminants in soils or 
waterways (Bates et al. 2015). For the latter, SynBio options 
may create better opportunities for population control of 

disease-carrying mosquitos (e.g., Aedes aegypti) and vari-
ous invasive species such as zebra mussels and related 
forms (Dreissena polymorpha), and species of Asian (or 
Bigheaded) Carp (Hypophthalmichthys spp.). Despite the 
potential benefits that SynBio products may offer compared 
to existing technologies (namely, the greater cost efficien-
cies to achieve an environmental intervention goal), poten-
tial adverse environmental outcomes for such products can 
slow regulatory approval and limit their development and 
application.

Using the process described herein (Fig. 1), workshop 
participants explored the parameters that must be accounted 
for in quantitative risk assessments for SynBio products 
through two hypothetical case studies:

1. A soil bacterium that had been genetically modified to 
degrade a contaminant in an ex situ bioremediation sce-
nario.

2. Several SynBio solutions for invasive carp control. The 
engineered carp product would be released in a con-
tained area in an effort to reduce the invasive carp popu-
lation in that specific reach.

Hazard Iden�fica�on

Exposure Assessment

Dose-Response Assessment

Risk Characteriza�on

SynBio Modifying Factors Assessment

Iden�fy the SynBio organism 
and the spectrum of adverse 

environmental health 
outcomes associated with it 

Determine the extent of a receptor’s 
exposure in terms of number of 
SynBio organisms encountered 

Characterize the rela�onship 
between the number of SynBio 
organisms encountered and the 

occurrence of the adverse 
environmental health outcome 

(including undesirable phenotypes) 

Iden�fy factors that impact a SynBio organism’s 
hazard and exposure parameters in the scenario 

of interest (i.e. factors that modify the risk 
scenario, not the organism) 

Es�mate the magnitude, variability, and 
uncertainty of the risk of adverse 

environmental health outcome (including 
undesirable phenotypes) in the exposed area 

1

2a

2b

2c

3

Fig. 1  Proposed quantitative risk assessment for synthetic biology product
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5.1  Case 1: genetically modified microbial 
remediation of per‑ and polyfluorinated 
chemicals

Problem: per- and polyfluorinated chemicals (PFCs) are 
ubiquitous, very persistent in the environment and the 
human body, and have been linked to adverse reproductive 
and developmental effects in humans and animals (Lau et al. 
2007, EPA 2018a). Among other sources, extensive PFC 
contamination has been identified in soil and groundwater 
at military installations where aqueous film-forming foams 
(AFFFs) have been used to extinguish fires (Backe et al. 
2013). These PFCs are time-consuming and expensive to 
remediate in the environment using existing strategies such 
as soil washing, incineration, granular activated carbon, or 
ion exchange, and often cannot be reduced to desired treat-
ment levels (Higgins et al. 2017). It has been suggested that 
engineered bacteria may be able to effectively convert PFCs 
into benign products, offering the remediation field a poten-
tial solution for PFC degradation that is more time-, cost-, 
and energy-efficient than existing alternatives.

The SynBio solution proposed in this hypothetical case 
was a soil bacterium (Pseudomonas putida S-313) that had 
been genetically modified to contain a synthetic genetic con-
struct that coded for multiple enzymes that could perform 
a step-wise conversion of the perfluorinated chemical 6:2 
fluorotelomer sulfonate (6:2 FTS) into benign degradation 
products  (F2,  CO2, and  H2O). In the scenario of interest, the 
SynBio organisms were utilized in ex situ bioremediation of 
contaminated soil that had been excavated and transported to 
a nearby contained treatment facility. The contaminated soil 
came from an air force base that used AFFFs that contained 
PFCs [a real-world example used to help frame the case 
during the workshop was the Fire Fighting Training Area 
at Former Naval Air Station South Weymouth, a Superfund 
site in Massachusetts with documented PFAS contamina-
tion (EPA 2018b)]. The remediated soil was sterilized and 
returned to the excavation site. However, some of the Syn-
Bio bacteria survived sterilization containment measures 
and were accidentally released into the environment. The 
excavation site was situated near a freshwater lake contain-
ing Rainbow Trout.

During the hazard identification step of this hypotheti-
cal case, participants evaluated both direct (e.g., the SynBio 
organism’s ability to produce toxic chemicals) and indirect 
hazard mechanisms (e.g., the ability of the SynBio organ-
isms to aid viruses or other detrimental organisms by serving 
as hosts). The priority adverse environmental health outcome 
was identified as infection of Rainbow Trout (Oncorhynchus 
mykiss; the environmental receptor) and subsequent trout 
mortality (Altinok et al. 2006). The point of exposure of the 
Rainbow Trout was determined to be at the sediment surface 
in a lake near the excavation site. The exposure assessment, 

dose–response assessment, and risk characterization were 
carried out using hypothetical data to quantify the risk of 
this priority hazard/endpoint pairing occurring.

In the Modifying Factors assessment, participants iden-
tified key factors that could potentially impact the SynBio 
organisms’ hazard and exposure characteristics, including 
the organisms’ ability to survive, reproduce, and disperse 
in the environment as well as infect Rainbow Trout. These 
modifying factors included (1) gene transfer, both horizontal 
and vertical, (2) off-target gene edits, (3) mutation rate, and 
(4) environmental stressors. In quantitative terms, the rel-
evant hazard and exposure parameters were adjusted based 
on the following determinations: (1) the asexual inheritance 
rate of synthetic genotype (vertical transfer) was assumed to 
be 90%, and HGT was assumed to occur but to be insignifi-
cant because it was assumed the synthetic gene construct did 
not confer increased or reduced virulence to native organ-
isms; (2) disadvantageous off-target edits were assumed 
to decrease growth rate; (3) elevated mutation rate was 
assumed to decrease growth rate and to not yield more haz-
ardous Pseudomonas sp.; and (4) challenging environmental 
conditions were assumed to result in decreased growth rate. 
The modifying factors, in this case, were assumed to have 
no effect on environmental travel time, organism partition to 
air, soil, water, or flora/fauna, mobility (i.e., motility, biofilm 
formation), or virulence (i.e., infectivity, incubation period, 
latency, transmission rate).

5.2  Case 2: containment and suppression 
of invasive Silver Carp populations

Problem: Silver Carp (Hypophthalmichthys molitrix) and 
Bighead Carp (Hypophthalmichthys nobilis), collectively 
referred to as Asian or Bigheaded Carp, were imported into 
the US during the early 1970s as biological control agents 
for nuisance plankton (Schofield et al. 2005). They were 
cultivated in a few commercial and private fish farms, and 
stocked in some fish ponds and sewage lagoons, but pre-
sumably escaped during floods. Records of free-ranging 
individuals in the Lower Mississippi Basin were made in 
the 1980s, increased in number and spatial extent through 
the 1990s, with nuisance populations well documented in 
early 2000s. By 2005, records occurred in > 16 states and 
both species were established in the Mississippi, Illinois, 
Missouri, and Ohio Rivers.

Organism risk potential for both species is high, based 
on environmental and economic consequences (Kolar et al. 
2007). Environmental impacts occur because diets and 
spawning habitat are similar to important riverine species 
including imperiled Paddlefish (Polyodon spathula) and 
commercially important buffalo suckers (Ictiobus spp.). 
Carp abundance in commercial catch represents unmarket-
able bycatch for commercial fishermen. Compounding these 
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impacts are their large size and powerful swimming abilities 
which result in damaged nets. The relative risks presented by 
Silver Carp are greater than those of Bighead Carp, however, 
due to their substantially greater numbers and their ability 
to leap through the air at high speeds, substantial heights, 
and considerable distances (Parsons et al. 2016). Recently, 
Silver Carp have been documented to attain escape velocities 
of 2.2–7.7 m/s and heights and distances up to 2.5 m (Stell 
2018). This increases their likelihood of dispersal and their 
threat to navigation and public safety.

Existing population containment measures for carp 
include electrical barriers (Mclnerney et al. 2005; Holli-
man et al. 2015; Davis et al. 2017), impassable flow fields 
(Hoover et al. 2017; Zielinski et al. 2018), acoustic deter-
rents including bubble screens (Vetter et al. 2015; Zielin-
ski and Sorensen 2015), and chemical barriers and disin-
fection (Cupp et al. 2017; Medina et al. 2018); population 
suppression is possible through intensive harvest (Tsehaye 
et al. 2013). All of these techniques have project-specific 
limitations restricting use: costs of operation, public safety, 
barge traffic, availability of sufficient water volumes, habit-
uation of fish to some stimuli, necessary modifications to 
infrastructure, and availability of personnel. A technique is 
needed that is internal to the ecosystem instead of exog-
enously applied, self-perpetuating, and cost-effective.

Several SynBio solutions to limit invasive carp popula-
tions are possible, two of which were evaluated during the 
workshop: (i) an engineered pathogen specific to the carp; 
(ii) an engineered carp with modifications that either limit 
reproductive potential of an individual or spread the repro-
ductive deficiency throughout the population at accelerated 
rates greater than baseline rates constrained by Mendelian 
inheritance (i.e., via a gene drive). Of the engineered patho-
gen, it was suggested that a herpes virus afflicting a differ-
ent species of carp (Koi varieties of Amur Carp, Cyprinus 
rubrofuscus) be modified to infect Silver Carp. Of the two 
types of engineered carp, those individuals with reduced 
reproductive potential could include fish with shorter lifes-
pans or with delayed maturity (e.g., reducing lifetime period 
of reproduction); those carp spreading reproductive deficien-
cies could include fish that were recruitment-limited (e.g., 
producing sterile offspring or single-sex offspring). Any of 
the suggested modifications to carp would result in long-
term reductions in their population size.

Hazards to be quantified for these scenarios are (1) 
reduction in target population of Silver Carp and attendant 
environmental and economic effects (SynBio pathogen and 
carp), (2) hybridization with native cyprinids (SynBio carp 
only), (3) hybridization with Common Carp (Cyprinus car-
pio), Grass Carp (Ctenopharyngodon idella) or Bighead 
Carp (SynBio carp only), (4) transfer of the active construct 
to an environmental microorganism (SynBio virus and carp), 
and (5) the potential effect of human consumption (SynBio 

virus and carp). Of these hazards, hybridization risk is low; 
intergeneric hybrids are rare (and usually non-viable) among 
freshwater fish, whereas hybrids with Bighead Carp would 
likely provide collateral benefits (suppression of that spe-
cies). Risk factors include (1) HGT (SynBio virus and carp), 
(2) long-term persistence as an artificial organism (Synbio 
virus and carp), (3) potential for self-limiting populations 
(SynBio virus and carp), and (4) public distrust of GMOs 
(SynBio virus and carp).

6  Risk assessment of synthetic biology 
solutions

The overall quantitative risk assessment for the SynBio prod-
uct would integrate the individual risk characterizations for 
each hazard/endpoint pairing identified in the hazard iden-
tification step, where each individual risk characterization 
has been independently calculated. For each hazard/endpoint 
pairing, scholarly literature has recommended to first use 
literature sources to draw a boundary on the plausible values 
for exposure and dose–response parameters, and then iden-
tify explicit experimental procedures that will allow one to 
measure those parameters when the risk outcome is sensitive 
to the value of the parameter (Hill 2005; Wolt et al. 2010). 
The risk assessment effort should also include consideration 
of the benefits of the specific SynBio product, and engage-
ment of the relevant stakeholders to inform the direction and 
details of the approach.

Figure 2 provides one strategy for considering the high-
level outcomes associated with the environmental release of 
SynBio organisms. Though not unique to SynBio, this top-
down process may serve as a helpful exercise to review the 
universe of probable and plausible hazard and exposure sce-
narios associated with SynBio products. In Fig. 2, the Syn-
Bio organism is deployed into the intended environment; this 
is viewed as an intervention with the natural environment 
(Fig. 2, box 1). From this point of intervention, the SynBio 
organism will either survive (Fig. 2, box 2) or die (Fig. 2, 
box 3) in the wild. If the released SynBio organism survives 
and is now an agent at large, the temporal exposure and 
mechanistic purpose of the SynBio organism will determine 
if this perceived intervention spreads or declines in the wild 
(Fig. 2, boxes 4, 5). Whether or not environmental risk is 
increased or decreased depends on the intended purposed of 
the SynBio organism—is the SynBio organism a stressor or 
a means to mitigate a stressor. The purpose and interaction 
of the SynBio organism with the natural environment will 
determine if the environmental risk is resolved, diminished, 
or exacerbated (Fig. 2, boxes 6–8). The environmental risk 
can be exacerbated through geospatial exposure whereby 
the SynBio organism (i.e., intervention) spreads beyond the 
treatment area, and unintentionally and negatively affects 
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humans and the natural environment (e.g., HGT; Fig. 2, 
box 9–11).

Much of the workshop discussion focused on identifying 
unique or uncertain hazards that may be generated through 
environmental releases of SynBio organisms, whether the 
release is intentional or accidental. The existing literature 
on risk considerations for GMOs and other biotechnologies 
highlights the heightened concern associated with HGT, 
whereby novel gene constructs contained in an engineered 
organism could be passed unintentionally to native organ-
isms, potentially causing harm. As SynBio progresses to the 
insertion of suites of genes, the identification of hazards is 
complicated by the potential combinations of those genes 
and subsets of those genes over generations of modifica-
tion after release into the environment. The combinatorics 
of considering the interactions of genes and the resulting 
phenotypes in various environments greatly complicates the 
hazard identification beyond the work that has been done on 
GMOs. Other unique hazards or risk scenarios likely exist 
that will challenge SynBio risk assessors, such as the threat 
of modified organisms outcompeting native species for lim-
ited resources in particularly aggressive or abrupt manners, 
as well as the consequences to local ecologies of disrup-
tions posed by a sudden and substantial die-off of certain 
(non-native) species in the environment. In addition to the 
environmental impacts, the manufacture or deployment of 
SynBio products may pose risks to workers, though these 
risks were beyond the scope of this initial meeting (Howard 
et al. 2017).

Prioritizing and categorizing hazard are essential to get 
a better handle on synthetic biology’s unique and uncertain 

risks, and a structured approach would help distinguish 
between specific and general hazards. For example, the 
engineered carp virus scenario included the possibility that 
a single mutation could revert the virus to a form that infects 
a non-target species, the common carp. This would be a 
hazard specific to this scenario that would likely be judged 
plausible but not catastrophic. The scenario also includes 
possible HGT from an engineered carp to humans, render-
ing affected humans sterile. This scenario might or might 
not be judged plausible, but it would be judged catastrophic. 
Evaluating a catastrophic risk places a considerable burden 
on the assessors to thoroughly investigate the issue before 
reaching a conclusion.

In the case of SynBio, catastrophic scenarios tend to be 
general across scenarios, such that if a resolution can be 
reached in one scenario, it may be applicable to many other 
scenarios. HGT may be one example of a risk for which 
a generally applicable approach could be of wide use for 
SynBio risk assessments. If a judgment as to whether HGT 
is plausible or not, or a set of conditions under which HGT 
is plausible vs implausible can be defined, then these judg-
ments can form the basis for standard approaches to this 
general hazard. If such approaches can comprehensively 
address all hazards with catastrophic potential, then Syn-
Bio risk assessments could proceed on a more normal basis 
in that the unique and catastrophic aspects of the assess-
ment would be addressed comprehensively by these gen-
eral approaches leaving specific risk assessments to deal 
with non-catastrophic issues (e.g., if HGT was judged to 
be implausible under all circumstances, then once this gen-
eral judgment is made no further consideration of HGT in 

Fig. 2  SynBio hazard identifica-
tion conceptual model
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individual risk assessments is needed). We note that the 
capacity for population growth in SynBio agents introduces 
the potential for initially improbably events to become prob-
able if the engineered population becomes large. Hence, a 
general framework for SynBio risk analysis could include 
assessment at different levels of population size, where the 
choice of those levels is guided by biologically reasoned 
scenarios of growth and spread.

Similarly, general approaches may be needed to address 
organisms with novel virulence factors, organisms with anti-
biotic resistance genes, changes in factors related to virus 
attachment to host cell receptors that may change virus–host 
specificity, and extensive changes in metabolic processes 
that could offer substantial comparative benefits to SynBio 
organisms in comparison to their wild-type competitors. 
Until catastrophic risks are addressed in a general and com-
prehensive manner, each individual SynBio risk assessment 
would be under an enormous burden to address these issues. 
Were these catastrophic risks to be addressed through some 
general process, then individual, product-specific assess-
ments need to address only non-catastrophic risks which 
would greatly facilitate such assessments.

7  Next steps

Risk assessment for synthetic biology will continue to chal-
lenge risk assessors, regulators, and practitioners for years to 
come. The field’s uncertain risks, coupled with institutional 
and political factors driving local acceptance of the tech-
nology, make it difficult to formulate universally applicable 
risk assessment methodologies that work for all regulatory 
agencies, and for all potential product applications (Trump 
et al. 2017; Bowman et al. 2017). Driven by discussion from 
a USACE ERDC March 2018 workshop, this paper explores 
one of the more prominent areas of such risk assessment—
environmental biosafety—and offers an early-stage approach 
to address SynBio risk via a synthesis of hazard, exposure, 
dose–response, and SynBio modifying factors.

The proposed approach is unique in its appraisal and 
incorporation of SynBio’s unique modifying factors but rep-
resents an incremental development from gold standard risk 
assessment practices such as those practiced by USEPA and 
USDA. Either through the adoption of this approach, or the 
development of a similar approach, any future SynBio risk 
assessment will likely need to build upon previous statutory 
hard law such as TSCA. Because of the institutional dif-
ficulty in crafting and implementing any oversight or risk 
assessment mechanism, most changes or improvements 
to material risk assessment must be captured by preexist-
ing approaches. Workshop participants acknowledged this 
point and thereby sought to develop an early-stage, incre-
mental improvement to existing environmental biosafety 

risk assessment processes to capture SynBio’s unique risk 
assessment considerations via adaptations to conventional 
requirements and assessment protocols as currently prac-
ticed in the United States.

Lessons regarding how such risk assessment testing and 
implementation might be executed may be drawn from 
recent parallels with nanotechnology risk assessment and 
governance (Murashov and Howard 2009; Murashov et al. 
2012). Multiple projects such as the Sustainable Nanotech-
nologies (SUN) project of the Institute of Occupational 
Medicine’s SafeNano Project sought to identify major 
gaps in existing hazard and exposure assessment literature 
for engineered nanomaterials that have been proposed for 
use in commercial products, and utilized a mixed-methods 
approach to assess and communicate such risks (Subrama-
nian et al. 2014, 2015; Trump et al. 2018a). A common rec-
ommendation from these and other engineered nanomate-
rial risk assessment projects includes a need to identify and 
prioritize gaps in existing nanomaterial hazard, exposure, 
and dose–response knowledge across the material’s life 
cycle, and triangulating risk-based knowledge using mul-
tiple assessment and decision analytic approaches (Tsuji 
et al. 2005; Linkov et al. 2017; Gajewicz et al. 2012). This 
includes the involvement of testing and decision support for 
nanomaterial manufacturing and use in product construc-
tion, consumption, disposal, and efforts towards more robust 
risk transfer and insurance (Blaunstein et al. 2014; Mohan 
et al. 2012; Beaudrie et al. 2013; Rycroft et al. 2018). While 
synthetic biology has unique risk considerations which dif-
ferentiate it from engineered nanomaterial assessment, a 
similar approach to prioritize gaps in hazard, exposure, and 
dose–response assessments across the life cycle of product 
development and use may help policymakers offer clearer 
guidance for synthetic biology’s best practices and codes 
of conduct in its earliest stages of research (Erickson et al. 
2011; Schmidt 2008).

A quantified risk assessment approach represents a 
helpful first step to guide SynBio risk assessment, yet 
more is needed to make it functional for practice. Drawing 
lessons from risk assessment challenges of nanotechnol-
ogy and other emerging technologies, synthetic biology 
risk assessment and governance will likely require a broad 
consideration of how engineered organisms within many 
case applications trigger potential risks to humans or the 
environment (Carter et al. 2014). Such triangulation of 
risk-based knowledge can help ensure that a quantitative 
risk assessment framework is robust to a variety of SynBio 
products and release scenarios, including a through con-
sideration of (a) hazard identification and prioritization 
across environmental release scenarios of SynBio organ-
isms, (b) the scenarios for unintentional or accidental 
exposure, and (c) identifying unknown data/method needs 
from the framework (Finkel et al. 2018). By applying such 
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a protocol to a broader diversity of cases, the approach will 
iteratively improve to address SynBio’s uncertainties and 
promote the collection of quantitative risk data (König 
et al. 2016). Such improvements are essential to inform 
the overall governance of synthetic biology (including 
the hard and soft law mechanisms which set out the oper-
ating requirements and best practices for research and 
product development) (IRGC 2010). Further, improved 
quantitative assessment and risk prioritization can help 
developers and regulators better engage with the task of 
risk communication and public engagement, where public 
concerns related to synthetic biology’s products can be 
directly addressed in a more rigorous fashion (Pauwels 
2013; Merad and Trump 2018; Palma-Oliveira et al. 2018).

SynBio’s risk assessment and oversight will continue 
to be an iterative process. As it matures, more traditional 
quantitative approaches will become more feasible and 
reliable to execute. However, while the discipline is hin-
dered by uncertainty and data limitations of novel SynBio 
hazards, developing approaches that can adapt to avail-
able data and provide guidance consistent with regulatory 
needs and statutory requirements is essential (Synener-
gene 2017; Trump et al. 2018b). Further, policymakers and 
regulators must consider whether the adoption of a quanti-
fied risk assessment approach might limit consideration 
of potential hazard or exposure scenarios of a synthetic 
biology-derived product that had not previously been con-
sidered. Such a challenge is not new to synthetic biology, 
and has arisen in may areas of environmental risk assess-
ment, consumer product safety assessment, and similar 
risk-oriented fields when uncertainty is difficult to fully 
grasp or measure (Klinke and Renn 2012). As a quan-
titative assessment approach is standardized and imple-
mented by regulatory authorities, mechanisms for social 
appraisal (i.e., public engagement and risk communica-
tion) and adaptive improvement to risk testing require-
ments must be made available to ensure a thorough and 
socially acceptable accounting of synthetic biology risk 
is undertaken (Stirling et al. 2018; Palma-Oliveira et al. 
2018). While our approach cannot address all problems 
related to institutional governance and technological risk 
management, it does allow for adaptation and exploration 
of new or previously unconsidered risk scenarios as raised 
by technical experts or participants of a concerned public. 
Ultimately, this protocol is an early proposal quantitative 
risk assessment for many applications of synthetic biology, 
and may help spur necessary discussion towards a more 
transparent, predictable, and standardized risk assessment 
process that is consistent with regulatory requirements and 
testing strategies within the US government.
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